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for our customers when they first apply for a benefit, connect the customer’s biometric to 2 unique
account number, and use the biometric to verify customer identity for subsequent steps and services.
We are in the preliminary stages of planning, but anticipate this concept will be used as the business
model for the Temporary Worker Program.

Recommendation 2. Establish a comprehensive, risk-based plan for the selection and completion
of security checks.

Agree: We have begun expanding the use of biometrics for conducting security checks to other
applications. In January 2005, we began requiring Temporary Protected Status applicants to undergo
a new fingerprint check regardless of prior status and in May 2005, the same requiremnent was applied
to applicants seeking a replacement Alien Registration Card, Effective September 19, 2005, the Office
of Fraud Detection and National Security, has been designated the lead on all security check-related
activities within USCIS, This office will prepare 2 comprehensive plan that will outline how, when,
and for what benefits expansion of the use of biometric checks should oceur based on risk assessments
that are already underway. This plan will assign responsibilities, imelines and milestones for
implementation.

Recommendation 3: Set measurable objectives for the conduct and completion of all security
checks and reorganize management controls to ensure objectives are met.

Agree. As discussed in the report, the most effective controls for ensuring that security checks are
accomplished are embedded into an automated system, as is done with CLAIMS 4 and RAPS, As we
move forward with our information technology modernization initiatives, this function will be a
requirement within the automated process, Until this is accomplished, the Background Check System
should allow management to monitor the initiation and completion of security checks. The Office of
Fraud Detection and National Security will work with the Production Management Division to
establish acceptable quality levels for existing processes and to continually measure compliance against
such levels using information from the Biometric Check System.

With respect to ensuring consistent guidance is available, as part of the plan discussed above, the
Office of Fraud Detection and National Security will take the lead in reviewing and consolidating all
guidance within USCIS that addresses security checks, Finally, the report identified weaknesses in the
program management information, or lack thereof, over this process. We agree that we cannot
effectively track adjudication decision that resulted from information derived through the security
check process. We will start exploring ways to accomplish this function.

Recommendation 4: Implement the Background Check Analysis Unit in the Office of Frand
Detection and National Security,

Agree. Since March 2005, USCIS has required all IRIS hits related to National Security be reported to
the Office of Fraud Detection and National Security for resolution and release for adjudicative action.
The Background Check Analysis Unit was recently created to review, track, and analyze information

submitted under a revised National Security Notification process. In this process, all name-vetted hits
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related to national security are forwarded to the Background Check Analysis Unit for review and
resolution.

Recommendation 5: Implement an automated system that stores applicants’ biometric
information and supparts its use in security checks,

Agree. As mentioned in the report, the Biometric Storage System will retain fingerprints, photographs
and signatures for screening. This system will be deployed in the fourth quarter, FY 2006.
Recommendation 6: Implement an automated system that supports running, documenting,
reviewing, and monitoring security checks.

Agree. The Background Check System will centralize records checks, reducing duplication of checks
and supporting check reviews. The Background Check System will be deployed in the third quarter,
FY 2006. '

Recommendation 7: Define accountability and timeliness for implementing changes to the
security check process that include the development of the plan for completion of security checks,
check completion objectives, and reorganized management controls.

Agree. As discussed in the comments provided for recommendation 2, the Office of Fraud Detection
and National Security will develop such a plan.

Wewuutoexpressomappreciadcnmwmen-msemdhermmfarthewurkrheydidmrhis

highly critical and complex area. If you have any questions please contact Kathleen Stanley, USCIS
Audit Liaison, at 202-272-1982,
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Appendix C

Security Checks for USCIS Immigration Forms

Figure 4: Security Checks for USCIS Immigration Forms

FBI
FY 2004 FY 2004 IBIS |Finger-| FBI
FORMI|Application| Application | Name | print [Name| IDENT
TITLE| Receipts* |Completions*’| Check| Check |Check| Asylum
1-765
Application for Employment Authorization|] 1,555,176 1,919,980| yes
1-90
Application to Replace Permanent Resident Card 624,583 1,111,469 yes yes
1-130
Petition for Alien Relative 712,320 831,042| yes
1-485
Application to Register Permanent Residence
or to Adjust Status 605,505 742,333] yes yes yes
N-400
Application for Naturalization 662,788 639,377| yes yes yes
1-131
Application for Travel Document 437,441 557,193| yes
1-129
Petition for a Nonimmigrant Worker 418,125 433,744| yes®
1-539
Application to Extend/Change Nonimmigrant Status
(Supp A also) 251,735 280,687| yes
1-751
Petition to Remove the Conditions on Residence 175,324 137,875| yes
1-821
Application for Temporary Protected Status 13,826 126,493 yes yes
1-589
Application for Asylum and Withholding of Removal| ~ 32,859" 110,646 yes | yes | yes | vyes
1-140
Immigrant Petition for Alien Worker 80,348 85,844| vyes
N-600
Application for Certification of Citizenship 57,803 66,513 yes
1-824
Application for Action on an Approved Application
or Petition 29,140 37,253| yes
1-881
Application for Suspension of Deportation or
Special Rule Cancellation of Removal (NACARA)|  12,368" 35,441] yes | vyes | yes | yes

*1 USCIS Performance Analysis System data.
%2 USCIS Performance Analysis System data.

*¥ Unnamed applicants on blanket petitions do not receive I1BIS checks.

* RAPS data.
5 RAPS data.
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FBI
FY 2004 FY 2004 IBIS |Finger-| FBI
FORMI|Application| Application | Name | print [Name| IDENT
TITLE| Receipts* |Completions*| Check | Check |Check| Asylum
1-730
Refugee/Asylee Relative Petition 26,715 33,377 yes
N-565
Application for Replacement Naturalization/| 29,405 30,740 yes
Citizenship Document
1-6001 )6 066 20013 | vyes | yes
Petition to Classify Orphan as an Immediate Relative ’ '
1-102
Application for Replacement/ Initial Nonimmigrant] 20,231 23,343 yes
Arrival/ Departure Document|
1-360
Petition for Amerasian, Widow(er), or Speciall 12,600 11,403 yes
Immigrant
N-336
Request for Hearing on a Decision in Naturalization| 9,659 10,100 yes
Proceedings under section 336 of the Act
1-817
Application for Family Unity Benefits 6,697 9,584 yes yes
1-698
Application to Adjust Status From Temporary to 226 944 yes
Permanent Resident (IRCA applicants)
N-300
Application to File Declaration of Intention 205 753 yes
N-470
Application to Preserve Residence for| 579 537 yes
Naturalization Purposes
1-914
Application for T Nonimmigrant Status 566 507 yes yes
(supporting form -B, family form -A)
1-690
Application for Waiver of Grounds of Excludability| 393 316 yes
under sections 245A or 210 of the Immigration and
Nationality Act|
1-829
Petition by Entrepreneur to Remove Conditions 123 310 Yes
1-526
Immigrant Petition By Alien Entrepreneur 241 290 yes
1-694
Notice of Appeal of Decision 155 248 yes
1-914A
Application for T Nonimmigrant Status (family form -A) 86 117 yes yes
N-644
9 3 yes

Application for Posthumous Citizenship
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FBI
FY 2004 FY 2004 IBIS |Finger-| FBI
FORMI|Application| Application | Name | print [Name| IDENT
TITLE| Receipts* |Completions*| Check | Check |Check| Asylum
1-192
Application for Advance Permission datg not dat_a not yes yes yes
S available available
to Enter as Nonimmigrant
1-212} ata not data not
Application for Permission to Reapply for Admission available available yes
into the U.S. After Deportation or Removal
I-600A| data not data not
Application for Advance Processing of Orphan Petition| available available Yes yes
1-601| data not data not
Application for Waiver of Grounds of Excludability | available available Yes yes yes
1602 yata not data not
Application By Refugee For Waiver of available available yes
Grounds of Excludability]
1612 4ot not data not
Application for Waiver of the . . yes
! - : available available
Foreign Residence Requirement
1-94| data not data not
Arrival-Departure Record| available available yes

In addition to security checks performed on people, USCIS may conduct

security checks on businesses (for example, those submitting an 1-129,

Petition for Nonimmigrant Worker) and schools (for example, those
submitting an 1-17, School Approval).
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Office of Inspections

Douglas Ellice, Chief Inspector
Randall Bibby, Chief Inspector
David M. Hiles, Chief Inspector
Wynne Krause, Inspector
Kirsten Murray, Inspector
Melissa Keaster, Inspector
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Additional Information and Copies

To obtain additional copies of this report, call the Office of Inspector General
(OIG) at (202) 254-4100, fax your request to (202) 254-4285, or visit the OIG
web site at www.dhs.gov/oig.

OIG Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind
of criminal or noncriminal misconduct relative to department programs or
operations, call the OIG Hotline at 1-800-323-8603; or write to Department of
Homeland Security, Washington, DC 20528, Attn: Office of Inspector
General, Investigations Division — Hotline. The OIG seeks to protect the
identity of each writer and caller.




